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The following document contains details for Single Sign-On configuration of
nShift.ldentityServer with Okta Identity Provider, using OpenID Connect or OIDC. Okta is a
customizable, secure, and drop-in solution that can be also used to add authentication and
authorization services to your applications.

Okta will be used as the centralizer for your user access to other applications.

Requirements

To configure you will require a user with administrator rights in Okta. To access nShift
applications the users configured in Okta for the new application will need to have the same
username configured in nShift.

Step by Step Procedure
From your Okta account access the Admin area and Applications menu.

Step 1) Use Create App Integration. You will be required to setup a new oidc application as it
follows
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Create a new app integration

Sign-in method o QOIDC - OpenlD Connect
Learn More [2 Token-based QAuth 2.0 authentication for Single Sign-On (SSO) through API
endpoints. Recommended if you intend to build a custom app integration with

the Okta Sign-In Widget.

O sAML2.0
XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific SSO method. Use if your application doesn't support OIDC or
SAML.

API Services
Interact with Okta APIs using the scoped OAuth 2.0 access tokens for

machine-to-machine authentication.

Application type o Web Application

) ) . Server-side applications where authentication and tokens are handled on the
What kind of application are you trying to integrate

server (for example, Go, Java, ASP.Net, Node.js, PHP)

with Okta?

Single-Page Application
Specifying an application type customizes your Single-page web applications that run in the browser where the client
experience and provides the best configuration, receives tokens (for example, Javascript, Angular, React, Vue)

SDK, and sample recommendations. ) .
P Native Application

Desktop or mobile applications that run natively on a device and redirect
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For the following setup the URLSs for Sign-in redirect and Sign-out redirect will be provided by
nShift.



General Settings

App integration name

Logo (Optional) @

Grant type

Learn More 3

Sign-in redirect URIs

Learn More 3

Sign-out redirect URls (Optional)

Proceed to save the new application.

My Web App

Client acting on behalf of itself
Client Credentials

Client acting on behalf of a user
Authorization Code
Interaction Code
Refresh Token
Implicit (hybrid)

Allow wildcard * in sign-in URI redirect.

http://localhost:8080/authorization-code/callback

+ Add URI

http://localhost:8080

+ Add URI
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You should be able to view and edit it afterwards
Step 1)

In the General tab: Client I1d and Client Secret for the application will be autogenerated. Please
note down this information as it will be shared with nShift.
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Security v
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Workflow v
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Settings v -
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Applications
App integration name nshift.|dentityServer
Self Service
Application type Web
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Y Grant type Client acting on behalf of itself
Workflow - Client Credentials
Client acting on behalf of a user
Reports e Authorization Code
nteraction Code
Settings M

Refresh Token

mplicit (hybrid)

USER CONSENT

User consent @ Require consent

Terms of Service URI @

Policy URI @



Step 3)
The URLSs for Sign-in redirect and Sign-out redirect will be provided by nShift.
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Dashboard v
b USER CONSENT
Directory v
User consent @ Require consent
Customizations v
Terms of Service URI @
Applications ~
Policy URI @
Applications
Logo URI @
Self Service
Security v LOGIN
Workflow e Sign-in redirect URIs @ Allow wildcard * in login URI redirect.
Reports - https:/flocalhost:7000/ okta-callback
Settings ~
Sign-out redirect URIs @ https:/flocalhost:7000/okta-signout
Login initiated by App Only

Initiate login URI @

Okta, Inc Privacy Version 2022.011 E Status site  Download Okta Plugin Feedback

Step 4) Sign In method should be OpenID Connect
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Sign on methods
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OpenID Connect

Token Credentials Edit

Signing credential rotation @ Automatic




okta

Dashboard
Directory
Customizations
Applications
Applications
Self Service
Security
Workflow
Reports

Settings

Q search...

Token Credentials

Signing credential rotation @

OpenlD Connect ID Token

Issuer
Audience

Claims

Groups claim type

Groups claim filter @

Sign On Policy
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Edit

Automatic

Edit
Dynamic (based on request domain)
Ooacdmi8dd7hRymJ0696

Claims for this token include all user attributes on the app

profile.
Filter

None

M Using Groups Claim

A sign on policy is a set of rules that determine how users access this application For example, you can deny access when a specific group of users is off

network

1 Catch-all Rule

ENABLED

Step 5) Catch-all Rule will be setup as in the image below.
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Groups claim type

Groups claim filter @

Sign On Policy
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Filter

None

M Using Groups Claim

Asign on policy is a set of rules that determine how users access this application For example, you can deny access when a specific group of users is off

network

1 Catch-all Rule

IF Usertype: Any
Group: Any
Useris: Any
Zone: Any
Device: Any

Platform: Any

Okta, Inc. Privacy

ENABLED :

THEN  Access:
@ Allowed after successful authentication

User must authenticate with:

Password
Available Authenticators:

Password

Version 2022.011 E Status site  Download Okta Plugin Feedback



Step 6) Next you will be required to configure the okta users who will be able to access nShift

thought the okta identity provider.

Important Note: We keep as a standard that the okta configured user name( ex: from image
aura@nshift.com) will also be the user name configured in nShift
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Group
Groups aura@nshift.com
Aura TUdo
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aura.catavei@nshift.com
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REPORTS
S Current Assignments

 Recent Unassignments

SELF SERVICE

You need to enable self
service for org managed apps
before you can use self

service for this app.

Go to self service settings
Requests Disabled

Approval

Please note that nShift also requires configuration for communicating with the Okta provider.

After a successful configuration on the Okta as well as on nShift IdentityServer, accessing the
nShift application will redirect you to the Okta login page.
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